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Editorial

IBM’s Commercial
Legacy

BM’s historic influence in the commercial
. market bodes well for the future of its
A RS/6000 line. It couldn’t bode badly,
though IBM's clout isn’t quite what it used to
be. According to IBM, sales of R$/6000s
destined for commercial applications are
growing 30% to 35% annually and will soon surpass technical sales, if that
hasn’t happened already. The future of IBM’s competitors—i.z., Sun and
HP-lies in the $10 billion-plus commercial UNIX market as well,
especially in their collective quest for a piece of the bigger PC pie. (For
more on [BM’s plans to support AlX and PC operating systems on a single
platform, see RS/News, “IBM’s All-purpose OS").

IBM’s commercial division recently did a dog-and-pony show to outline
its plans and product line to the press. The group’s disclosures included
plans to bring out multiple versions of AIX for different platforms and
applications (see RS/News, “AlX Flavors”), plans for its hardware line that
will span notebooks to message-passing parallel processors with hundreds
of processors (see AlXtensions for discussion on some of the larger
systems) and the announcement of a smaller but dedicated sales force
selling the RS/6000.

IBM, for example, is in the process of commercializing the SP1 parallel
system with beefed-up /O, the CICS transaction-processing monitor and a
version of AIX that has MVS attributes. Big Blue certainly understands the
data-center environment and data-server concept better than its rivals. Yet
the company still seems to suffer from another legacy that does not bode
well for its future—excessive layers of decision making.

Also, in enterprisewide networks, hubs are playing an increasingly
important role, especially as their intelligence and functionality grow. This
month’s cover story, written by Senior Editor Jane Majkiewicz, explains
the different switching technologies used by most hub vendors. The
buyer’s guide, compiled by Research Editor Maureen McKeon, lists
intelligent hubs offered by 28 manufacturers. (If IBM didn’t make the list,
it's not our fault. Their many decision makers didn’t meet the deadline.)
This month, we also introduce a new column by our [18N duo. This time

around, Jeffreys Copeland & Haemer are tackling ﬂ SM

POSIX programming, from the outside in.
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POSIX

From the Qutside In

by Jeffreys Copeland and Haemer

his month, we start a series

on POSIX programming. This

first column is called “From
the Outside In” because we plan to
approach POSIX.1 from an unortho-
dox direction: We'll start with shell-
level commands, which we assume
you know, and try to infer what must
be in POSIX.1-the programming in-
terfaces to the operating system-to
make the commands work. We
assume you have some knowledge of
Standard C and some familiarity with
a UNIX system. If you're reacing this
magazine, that's probably A1X, which
is fine since AIX on the RS$/6000 was
designed to be POSIX-conforming.

This column will provide an over-

view: In a sort of question-and-
answer forum, we’ll discuss what’s in
POSIX.1 and how it fits into the
world of standards. In later columns,
we'll tackle the details. Along the
way, we'll digress a lot to talk about
portability, style, design and whatev-
er else takes our fancy but always
come back to POSIX.1, the lynchpin
of UNIX systems programming. The
columns are based on one of Canary
Software’s courses on POSIX pro-
gramming.

Why POSIX?

Over the past few years, vendors
and users have been moving toward
standards-based computing. The
phrase most heard has been “open
systems,” which, after all the mar-
keting hype, has
become as empty
as the word “best-
seller” in the pub-
lishing business or
“blockbuster” in
the movie indus-
try. The impetus
behind open sys-
tems is that,
though hardware
is cheap and get-
ting cheaper, soft-
ware—building,
maintaining and
learning to use software-is expensive
and getting even more expensive.
We can't afford to throw it out, so
we have to pay to port it.

The big breakthrough in porting
was UNIX, the first real, portable
operating system. Invented by Ken
Thompson in 1967, UNIX was run-
ning on CPUs as disparate as the
8088 and the Cray 1 by the mid-

Jeffrey Copeland (jeff@aus.shk.com) lives in Austin, TX, where he is project manager for SHL
Systemhouse. He recently acted as software consultant for the administrators of the 1993 Hugo
Awards. His technical interests include internationalization and typesetting.

Jeffrey S. Haemer (jsh@canary.com) is an independent consultant based in Boulder, CO. He
works, writes and speaks on the interrelated topics of open systems, standards, software portability
and porting, and internationalization. Dr. Haemer has been a featured speaker at Usenix, UniForum

and Expo Kuwait.
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1980s. Dennis Ritchie’s C, written so
that he could create UNIX, had
spread even farther.

Porting system software from one
UNIX to another was easy—well, not
exactly easy, but not appreciably
more difficult than porting a
FORTRAN application from one ven-
dor'’s compiler to another. As Steve
Johnson pointed out about the
portable C compiler back when
UNIX Version 6 was the only game
in town: Each time you port a piece
of software, it takes
roughly half the effort of
the last port.

The key UNIX question
became how to cut port-
ing costs. A piece of the
answer to this problem in
the software industry has
always been “standards™
Figure out what everyone
agrees on, standardize the syntax and
semantics of that core and move on.
Language standards, such as FOR-
TRAN-66, FORTRAN-77,
FORTRAN-90 and an endless succes-
sion of COBOL standards, provide
familiar examples of this. But a stan-
dard for an operating system?

The first group to seize this new
idea and actually do something with
it was UniForum (then /usr/group),
which created a “standard” based on
AT&T's UNIX System I11. And just as
programming-language standards
avoid specilying compiler-implemen-
tation details, the /usr/group stan-
dard didn’t try 10 standardize UNIX
internals, it specified interfaces: the
section 2 and 3 calls of traditional
UNIX manuals.

Although it had no official stand-
ing—/usr/group not being an accredit-
ed standards-making body-the
/usr/group standard was quickly
adopted by the IEEE as a base docu-
ment for a real, operating-system-
standards project. Moved along by
pressure from the National Bureau of
Standards, powered by the U. S. gov-
ernment’s enormous computer pur-
chases, the POSIX standards project

POSIX

quickly grew to enjoy nearly univer-
sal industry support. With almost
unheard-of speed, POSIX produced
ANSVIEEE Standard 1003.1 in 1988
and its revision, ISO Standard 15
9945-1, in 1990.

That’s just the beginning. There are
now nearly two dozen POSIX stan-
dards projects that range from stan-
dards for other pieces of the operat-
ing system, such as the shell and
shell-level commands, to system-lev-
el APls for other languages, such as

Imost any OS can con-
form to POSIX standards.

Ada. In our articles, we'll confine our-
selves to the original POSIX.1 stan-
dard because we don't want to bite off
more than we can chew. Except, of
course, when we feel like it.

So, is POSIX UNIX?

No, it's not. POSIX is an acronym
for a family of standards whose full
title is Portable Operating System
Interface. (Actually, it isn’t an acro-
nym, since IX doesn’t stand for inter-
face. POSIX is a name invented by
Richard Stallman of the Free Soft-
ware Foundation.) In principle,
almost any operaling system can
conform to POSIX standards. For
example, the current off-the-shelf
release of DEC’s VMS provides the
POSIX.1 system call interfaces.

We say “almost” because it isn’t
always possible to conform. You just
can’t fork() on MS-DQOS. This is our
lead-in to the point that the various
standards in the POSIX suite are mod-
eled on UNIX but they need not come
bundled as a package. Mortice-Kern
Systems provides a nearly complete
set of POSIX.2 utilities (the shell and
shell-level commands) for MS-DOS.
Installing these on your DOS laptop

won't help you port your C code to it,
but a carefully written shell script
should work just as well on your 286
above the clouds in coach class as it
does on your RS$/6000 at home.

How did POSIX
come into being?

This is almost the “why is the sky
blue?” question for the month, and
the answer is almost as long-winded.
(Side note to our kids: The sky is
blue because of scattering, which
causes the air to act like a
prism. For more details,
read section 32-5 of The
Feynman Lectures on
Physics, Volume I, before
you go to bed tonight.)

One good approach to
the answer is to explore
the twisty maze of little
standards bodies. We've
already mentioned Uniforum, an
organization that traditionally helps
identify areas ripe for standardiza-
tion. Such reccommendations are
made to approved standards-making
organizations, such as ANSI's X3 com-
mittee and the [EEE. These organiza-
tions don’t actually make standards
themselves, but delegate the job to
subcommittees populated by volun-
teer technical experts. In this case, the
IEEE gave the job to the Portable
Applications Standards Committee
(PASC), and its subcommiittees,
1003.1, 1003.2, 1003.3, 1003.3.1,
1003.3.2... The numbers are arbitrary
and roughly chronological. So far as
we know, the numbers have to be
rational, even if the cornmittees don't;
otherwise, the supercomputing group
could have been 1003.1t. They proba-
bly even have to be nonnegative; there
is a 1003.0, perhaps in testament to
UNIX’s ties to C, but no 1003.-1.

In the next tier of the bleachers, we
have the American National Standards
Institute (ANS1) and the International
Standards Organization (ISO), which
approve standards and make them. ..
well, standards. In the box seats are
groups such as x/Opern and the

RS/Magazine AUGUST 1993

33



National Institute of Standards and
Technology (NIST), which select
standards to adopt and promote.
Finally, out on the proverbial level
playing field, we have vendors and
consortia, such as UNIX Internation-
al and the Open Software Foundation
(OSF), which take the forests worth
of confetti, er, paper that comes out
of the stands and standards, and turn
them into real products.

Alternately, since the knee bone’s
connected to the—unh!-
thigh bone, we can retra-
verse some of these bodies
from the bottom up.
POSIX.1 was created by
volunteers acting under
the authority of IEEE’s
PASC. PASC is one of the
standards committees of
the IEEE Computer Soci-
ety that creates electrical
and electronics standards
for the United States covering every-
thing from Ethernets to three-phase
power. The 1EEE gets its authority
from ANSI, which standardizes every-
thing from screw threads to motorcy-
cle helmets. (Take a look at the little
sticker on the next pair of sunglasses
you buy to see what ANSI standard
they conform t0.) ANSI approves U.S.
standards under the authority dele-
gated to them by 1SO to make U.S.
national standards. 1SO, originally
chartered by the United Nations, can
promote national standards submit-
ted by its member bodies, such as
ANS]I, British Standards Institute
(BSI), Association Francaise de Nor-
malisation (AFNOR) and others, 1o
international standards. The DIN
number on your film boxes is from
the German standards institute—
Deutsches Institut far Normaliza-
tion-which also has standards for
trash cans. We wonder if the Mac
icon conforms.

QOut of this multileve!l hierarchy of
organizations involved in getting a
standard created, POSIX has ended
up being the central standard for
operating systems.

POSIX

Well, what'’s in POSIX.1?

Good question. Mostly, POSIX.1
contains function-call interfaces
Think of it as the man pages for tra-
ditional system interfaces, such as
read() and chdir (), made uniform
and unambiguous, and translated
into standards-ese. There’s more in
the standard-header files, data types,
symbolic constants and such-but
most of these are things that the
standard needs to define in order to

ut of this multilevel heir-
archy, POSIX has ended up
being the central standard for

operating systems.

let implementors and application
programmers—the customers of the
standard-provide and use the inter-
faces. For example, it doesn’t make
sense to define open() or read!()
without also defining the data types
they use for arguments, the data type
they return and the headers that con-
tain these declarations and the func-
tion prototypes.

Another good question is, “Well,
what's not in POSIX.1?” We've men-
tioned some things already, but
here’s a more complete list.

Other language bindings aren’t.
What are language bindings? That's
what we use to call particular func-
tions from particular languages.
POSIX.1 currently only provides C
calls for functions. POSIX.5 and
POSIX.9 are the corresponding func-
tions for Ada and FORTRAN. For
exarnple, POSIX.1's pipe () is
POSIX.9's SUBROUTINE PXFPIPE().

Things that aren’t interfaces aren't.
The POSIX.1 standard says nothing
about hardware, such as byte order
or keyboard labels, nor about inter-
nal implementation details like the
internals of a directory or how the

file system is laid ou:. Such omis-
sions let us implement POSIX on top
of completely alien cperating sys-
tems, such as CTOS or Windows NT.

Commands aren’t. They're in
POSIX.2. In fact, a whole series of in-
terfaces was omitted from POSIX.1
either because there was too little
consensus (system administration),
or because the interfaces were
thought to be a sideshow that should
be delegated to more specialized
groups (real-time, super-
computing).

Files aren’t. Believe it or
not, there is no /tmp, no
/etc/passwd, no
/dev/null. Sometimes
there are zccess functions,
such as getpwent (), that
return the information in
such files, but individual
filenames are absent from
the standard. Remember,
POSIX isn’t UNIX, and non-UNIX im-
plementations may have different
names for these ideas. Contrast this
with, for example, the SVID, which
specifies that most temporary files
should be placed in /usr/tmp. Our
Berkeley Software Design Inc. (BSDI)
machine doesn’t eveni have a
/usr/tmp.

Users aren’t. Not even the ubiqui-
tous UNIX user, root. POSIX refers
instead to users with “appropriate
privilege.” We used to think this
meant users who had gone to a New
England prep school, but it actually
means the superuser without coming
right out and saying it. Again, POSIX
isn't UNIX. On VMS this user is
called sYSTEM instead of root. This
circumlocution also lets vendors pro-
duce an Orange-Book secure version
of POSIX, with UNIX’s traditional
root privilege split up among differ-
ent 1Ds so that permission to back up
the password file need not imply per-
mission to peruse it.

Version-specific features aren’t.
Sometimes this is okay, as anyone
who has complained about or praised
AlX-specific features can agree. Some-

34
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times it's an annoying and out-of-date
compromise. Symbolic links, for ex-
ample, are still absent from POSIX.1.

What are these interfaces
you keep talking about?

Traditional UNIX separates the idea
of system calls-such as read() or
seek (), which you have to ask the
operating system to do—from library
calls—such as getchar () and
fseek (), which you can implement
in user-level code using the more
primitive system calls. POSIX doesn’t
bother with this distinction, for two
reasons. On one hand, we program-
mers usually don’t care whether it's
implemented in the kernel or not. On
the other, one system’s library routine
may be another’s system call. More-
over what's a system call can change
over time. Routines like creat (),
dup () and dup2 () started out as sys-
tem calls. Today, creat () is more
likely to be a library function that
calls the new, three-argument open (),
and duo () and dup2 () are probably
just user-level routines that call
fentl ().

Rather than stumbling over the
cumbersome phrase “library routine
or system call,” POSIX just calls
them all “interfaces.”

How does Standard C
come into this?

How indeed? Well, at first it
couldn’t, for the most pedestrian of
reasons: Even though the POSIX.1
work started after the Standard C
work, it finished first. Can’t very well
refer to a standard that doesn't exist
yet, can you?

By the time the second, and inter-
national, POSIX incarnation rolled
around in 1990, there was a perfectly
good C standard, but not everyone
had switched over to it, so the 1990
standard still couldn't really afford to
tie itself to Standard C. Still, it was
clear to most folks that Standard C
was the way to go where possible, so
POSIX.1 made an odd, but sensible,
compromise: Implementations and

POSIX

applications could be in either Stan-
dard C or “Common-Usage C,” but
common-usage implementations and
applications were constrained in
ways that would ease a future migra-
tion. For example, even common-
usage C implementations had to sup-

ply a number of functions, data
types, header files and limits defined
by Standard C.

But there’s more interconnections.
Because Standard C was designed to
be implemented on a wide variety of
non-UNIX platforms, like MS-DOS
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POSIX
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and VMS, many traditional UNIX in-
terfaces, such as open (), link() and
read(), were omitted and some new
interfaces, such as rename (), weren't
specific about their behavior on oper-
ating-system-specific structures, such
as directories. POSIX.1 had to plug
these holes, but in ways that didn't
break Standard C. Reacling the stan-
dard with this problem in mind
sometimes helps it make more sense.
Meanwhile, events undercut some of
the foundations of this reasoning.
First, so many vendors clambered
on the POSIX bandwagon so quickly
that the Ada and FORTRAN commu-
nities saw there would be real benefit
to creating their own bindings to
POSIX systems. 1 all operating sys-
tems were going to supply functions
such as link () and getpwd (), why
shouldn't FORTRAN programmers
have a standard interface to them,
too? These standards were created
quickly and ably by PASC subcom-

mittees, and are available as ANSI/
IEEE Standards 1003.5 (Ada), and
1003.9 (FORTRAN). Other language
bindings are in the works, and there
has even been a controversial effort
over the past few years to create a
programming-language-independent
version of POSIX.1 that arbitrary
programming-language communities
could use to turn out thin, language-
specific bindings with little effort.
(The controversy has revolved
around whether such a language-inde-
pendent specification (LIS) is worth
the effort—whether the resources used
in producing an LIS are offset by the
gains it might produce. lf you think of
standards as a tax on the industry, the
question is whether to raise taxes.
American engineers tend to think
they shouldn't be raised without clear-
cut and widespread advantages to
broad sectors of the industry. Stan-
dards bureaucrats and European acad-
emics tend to think that they should

be raised to “level th= playing field,”
and remove any unfzir advantage of C
over, say, Mesa. The Jeffs are, we
admit, American engineers.)

Second, the rapid acceptance of Stan-
dard C made it increasingly anachro-
nistic to provide for a common-usage
binding. The U. S. Government's
POSIX Federal Information Procure-
ment Standard (FIPS) 151-2, already
requires the Standard C option, and
the next version of POSIX.1 will prob-
ably lack the common-usage option.

We speculate that POSIX.1 may
have even accelerated the dispersal
and acceptance of Standard C.
Enough of Standard C had 1o be
available on platforms that only pro-
vided common-usage capabilities to
lower the activation energy and pro-
vide a full-blown implementation.

If POSIX.1 is the central
standard, what are the
outlying ones?

The Table tothe left contains a sam-
ple snapshot of PASC activities.
We've been making ables like this
for years and they typically go out-
of-date between tLhe lime we make
them and the time we use them. We
give up. This table isn’t meant to be
correct in detail, but it should give
you a feeling for the kinds of things
PASC is up to. As a rule, 1003.n
groups are meant to specify an oper-
ating system, while other-numbered
groups are meant to specify inter-
faces that may be found in a POSIX
environment, but may be useful else-
where as well. The distinction is
arguably iffy.

Naturally, there are also relevant
“standards” outside of PASC. Some,
like IEEE 802.3, are important, but
completely indepencent of POSIX.
Some, however, have a closer rela-
tionship to our queen of software
standards. First among these are
standards pointed at by POSIX. ISO
9899, the C standard, is an obvious
example. You can fird a list of such
standards in the POSIX.1 standard
itsell.
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Incidentally, if you don’t have a
copy of the POSIX standard handy,
order one. It’s a working program-
mer’s reference tool and you need
one around. Order it from

IEEE Standards Office

P.O. Box 1331

445 Hoes Lane

Piscataway, NJj 08855-1331
(603) 881-0480

Equally tightly tied-in are specifica-
tions that point at POSIX. Chief
among these is the government’s
FIPS 151-2. This says what the U.S.
government can and can't buy. Basi-
cally, if you want to sell a multiuser
machine to Uncle Sam, your operat-
ing system has to provide POSIX.1.
The last time the government was
this serious about software standards
was when it said that they would buy
no more machines that you had to
program in assembly language or
machine code; if you wanted to sell

POSIX

to them, you had to supply a compil-
er for the then-new, high-level lan-
guage, COBOL.

x/Open’s XPG and USL's SVID are
also important specifications that
require POSIX.1.

What's conformant?
What'’s compliant?

One more pair of buzzwords.
Often, people use “conformant” and
“compliant” interchangeably. Is this
right?

Let's turn to Webster’s. First, “com-
pliant™:

com pli' ant adj. complying or tend-
ing to comply; yielding; submissive.
—SYN. see obedient.

Next “conformant”: Oops. There
isn't any such word. Oh good. It al-
ways sounded like jargon to us. How
about plain, old “conform” and its
present participle “conforming™?
Well, synonyms for “conform” are

“adapt” and “agree.” On the surface,
“comply” has a far more mandatory
sense than “conform”: cne conforms
to convention if one wishes, but
complies with dictates from the
authorities—or else.

The historical uses of the two
words in the world of standards
reflects this difference. People speak
of conforming to standards, a volun-
tary act of good software citizenship,
but complying with the FIPS, for
which there is a test suite and a
penalty for non-compliance.

That said, there is no current, offi-
cial distinction betweern these words.
Still, we find the traditional usages
helpful, and we’ll try to stick to them
in our columns.

What now?

Well, we're out of space and time.
(There’s a general relativity joke in
there, but we’ll skip it.; Next month
we'll be back to talk about rules for
headers and identifiers A
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POSIX

Headers, ldentifiers
and Writing Programs

by Jeffreys Copeland and Haemer

s discussed last time, we're

planning to explore the

POSIX standards from a pro-
grammer's point of view. This means
we'll begin with the way commands
work and deduce what the underly-
ing features of the system must be
like. Last month, we explored some
of the details of how POSIX came to
be, such as the ins and outs of stan-
dards committees. This month let’s
start with a little structure in the sys-
tem, rather than outside it, and pro-
ceed to some programs.

Header Files and Identifiers
Over the years, we've come (o take
some things in the UNIX system for
granted. File names are always a
maximum of 14 characters long...or
are they? And directory entries are
always in the same format...except
when they aren’t or when file names
are more than 14 bytes. Of course,
we can really count on user [Ds
always being 16 bits long...except
that we can’t. So a lot of things are
now defined in POSIX that weren’t
defined in the past and led to a lot of

“diversity among” in different
breeds of UNIX. Sometimes the way
POSIX works around this is the way
you would: A constant is defined for
the appropriate limits, which are
then painlessly
changed when
the program is
recompiled on a
new system.

We begin by
defining some
additional head-
er files, such as
<dirent.h>,
which contains
the structures
for a directory
entry, and the
declarations of
the routines to
read and write them. We also define
<unistd.h> containing the function
prototypes for all the UNIX.. er,
POSIX functions. While we're at it,
we've listed all the new include files
(see Table 1).

These new header files, and some
additions to the old ones, give us a

Jeffrey Copeland (ieff@aus.shi.com) lives in Austin, TX, where he is project manager for SHL
Systemhouse. He recently acied as software consultant for the administrators of the 1993 Hugo
Awards. His technical interests include internationalization and typesetting,.

Jeffrey 5. Haemer (jsh@canary.com) is an independent consultant based in Boulder, CO. He
works, writes and speaks on the interrelated topics of open systems, standards, software portability
and porting, and internationalization. Dr. Haemer has been a featured speaker at Usenix, UniForum
and Expo Kuwait.
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variety of useful new data types. Just as a sizeof (foo) in
ANSI C now returns a size_t instead of an int, a process
id is no longer restricted to 16 bits, since it is now con-
tained in a pid_t type. Similarly, size_t as defined in
ANSI C does well for specifying positions within a file,
but read () needs to return a -1 on the end of a file.
Therefore, POSIX defines a type ssize_t, which read()
returns, and which can take all the same values as size_t
as well as -1. (This is an example of a standards hack.)

We also have a complete set of new macro and symbolic
constant names that make our life a lot easier. Instead of
writing

lseek( f4, OL, 0 ):

e EhCRRAE e g T id 4l T S P

Table 1. POSIX Header Files

to go to the beginning of the file, we write

lseek({ fd, (off_t) 0, SEEK_SET };

where off_t is a new type that holds a file offset, or file
size (and would be returned by, say, 1seek), and
SEEK_SET is a symbolic constant that tells 1seek() to
begin at the beginning of the file.

Earlier, we talked about the number of bytes in a file
name. How do you tell what the maximum file-name
length is on your system? There are a number of con-
stants defining system limits. _NAME_MAX will tell you
how big your file name can be, so that if you define an

array char fname [NAME_MAX], you'll be assured of having

<dirent.h> structures and definitions for directory entries
<fcntl.h> file control information

<grp.h> group structures

<pwd.h> password file structures

<sys/stat.h>
<sys/times.h>
<sys/types.h>

<sys/utsname.h>

<sys/wait.h>
<tar.h>
<termios.h>
<unistd.h>
<utime.h>

stat block for files

tms structure returned by times()

POSIX special type definitions

uname structures

information for wait() interface

definitions for tar archives

terminal 1/0 definitions

standard POSIX definitions and prototypes

access and modification times for files from utime()

Table 2. Some POSIX Constants

bits in a char

largest integer

largest value of a byte
smallest value of a byte

Name AIX Limit
CHAR_BIT 8
INT_MAX 2147483647
CHAR_MAX 255
CHAR_MIN 0
LONG_MAX 2147483647
NAME_MAX *
_POSIX_ARG_MAX 4096
_POSIX_CHILD_MAX 6
_POSIX_LINK_MAX 8
_POSIX_MAX_CANON 255
_POSIX_MAX_INPUT 255
_POSIX_NAME_MAX 14
_POSIX_OPEN_MAX 16
_POSIX_PATH_MAX 255
_POSIX_PIPE_BUF 512
_POSIX_SSIZE_MAX 32767
_POSIX_TZNAME_MAX 3

* For AIX, _NAME_MAX is only available from pathconf().

largest long integer

file name size

# of bytes in command line arguments
# of child processes

# of file links

bytes in a terminal input line
bytes in terminal input queue
bytes per file name

open files per process

bytes per path name

size of a pipe buffer

file size

bytes in a time zone name
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enough room. Some of the POSIX limits
are in Table 2, along with their values
on AlX. In general, a limit FOO is the
system maximum, but the limit
_POSIX_FOO is the POSIX-prescribed
minimum maximum, or the minimum
value the system limit can have. In oth-
er words, the smallest value that
NAME_MAX can take is _POSIX_NAME MAX
or 14, so you will never find a system
with a maximum file name size of less
than 14 bytes. For portability, you want
to set your file name bulffers to at least
14, but you'll be better off using
sysconf () or pathconf () to get system
limits dynamically. We'll discuss these
two interfaces later.

What about names? Can these new
POSIX typedefs and defined constants
completely clutter up the name space?
How can I be sure I'm not going to use
a variable name in my program that’s already used?
POSIX reserves only a small set of carefully defined sym-
bols:

« all external identifiers that begin with an underscore

« all identifiers beginning with an underscore followed by
a capital alphabetic character

« all identifiers ending in _t

¢ when we include a header file, we
reserve all external identifiers placed in
the header by Standard C or POSIX.1

» also when we include a header file, we
reserve all names containing a special

Listing 1

main()

{

#else

#endif
}

Listing 2

#define _POSIX_SOURCE

#include <sys/limits.h>
#include <stdio.h>
#include <unistd.h>

printf("_POSIX_NAME MAX = %d\n", _POSIX_NAME_MAX) ;
princf ("_PC_NAME_MAX = %d\n", _PC_NAME_MAX) ;
printf ("pathconf (\".\", _PC_NAME MAX) = %d\n",
pathconf(".",
#ifdef NAME_MAX
printf ("NAME_MAX = %d\n", NAME_MAX) ;

_PC_NAME_MAX) ) ;

printf ("NAME_MAX not defined\n");

_POSIX_NAME MAX = 14
_PC_NAME_MAX = 14

pathconf (".", _PC_NAME MAX) = 255
NAME_MAX not defined

As we've discussed before, _POSIX_NAME,_MAX is the
smallest maximum file name size, or 14 bytes as defined

#define _POSIX_SOURCE

prefix or suffix, such as d_ when we #include <stdio.h> /* for fprintf() */
include <dirent.h> or LC_, n_and p_ #include <stdlib.h> /* for EXIT_*, exit() */
when we include <locale.h>. #include <sys/types.h> /* for stat.h */

The most important symbol to be #include <sys/stat.h> /* for creat(}, S_I* */

defined is _P0SIX_SOURCE, which uses
the symbols we've defined and actually
requires you to avoid redefining the
identifiers in the classes we named
above. Furthermore, defining
_POSIX_SOURCE requires only a speci- {
fied list of identifiers to be defined in

each header. In other words, if you turn

On _POSTIX_SOURCE, then the names

defined in the header files are mandated }
by the standard.

So what does this all mean where the
programming pencil meets the scratch
pad? Lets look at some sample pro- }
grams.

What does the program in Listing 1 }
do? Let's start by looking at its output:

if (creat(argv([l], S_IRW)
fprintf(stderr,
exit (EXIT_FAILURE) ;

#define S_IRW \
S_IRUSR|S_IWUSRIS_IRGRP|S_IWGRP|S_IROTH|5_IWOTH

main(int argc, char *argvl(])
if (argec !'= 2) {

fprintf (stderr,
exit (EXIT_FAILURE):

"usage: %s filename\n", argv(0]);

== -1) {
"creat failed\n");

exit (EXIT_SUCCESS) ;
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in <limits.h>. So the output of the first print ()
should be clear.

The routine pathconf () provides information about the
system configuration for the file system named in the first
argument. What information you request is specified in
the second argument.

The _PC_NAME_MAX is a symbolic constant that corre-
sponds to an entry in the table of system limits. (It is
mere coincidence that the value of the constant on AIX is
the same as the POSIX minimum maximum.) Once we
call pathconf (), we find that the longest file name we
can have (on the file system where 1 ran the program) is
255 bytes, which is very long indeed. (Why is the path
name an argument? Because I may have a file system
remote mounted from a platform where the file name
maximum is different. Or 1 may have different file system
types mounted on my computer. In either case, I can
have multiple answers to the question on the same
system.)

Note that AIX doesn't define a value of _NAME_MAX but
requires you to request the maximum file size using
pathconf ().

Let's try another example.

The touch Command

Generally, when we want to create an empty file, we use
the POSIX.2 command touch. How does it work?

We could open the file for reading, but the open would
fail since the file doesn't exist. Instead, we use the POSIX
interface creat () in the program in Listing 2.

Some points to note: First, we've turned on
_POSIX_SOURCE so only the POSIX definitions are going
to be included from the header files. Second, we're calling
three separate interfaces: fprintf (), which is defined in
Standard C; creat (), which is
defined in POSIX; and exit (),
which returns to the operating
system.

We are acting like good program-
mers, by using header files for the
defined constants and function pro-

Listing 3

struct stat
{

(C_IRGRP, C_IWGRP) and other read and write permis-
sions. In other words, create the file with rw- rw-rw per-
missions.

When we invoke the program on AIX, we get:

$ 1s -1 foo

1s: 0653-341 The file foo does not exist.
$ ./touch foo
$ 1ls -1 foo
~IrW-IrW-rw- 0 Jul 12 16:58 foo

1 jeff staff

But if we had a file already, we'd have a different result:

$ date >foo

$ 1ls -1 foo

~IW-YW-IW- 1 jeff staff 29 Jul 12 17:00 foo
$ ./touch foo

$ 1s -1 foo

~TW-IW-Iw~ 1 jeff staff 0 Jul 12 17:00 foo

What happened to the contents? creat () always trun-
cates the file when it opens it. That's a real problem
because the other thing touch is supposed tc do is update
the access time of a file that already exists, not erase it. So
we need to check if the file exists. If it does, we need to
open the file. If it doesn’t, we can use the same code we
used earlier.

The stat Interface

How do we tell if the file exists? We use the stat ()
interface. stat takes two arguments—a file name and a
pointer to a struct stat into which is returned informa-
tion about the file. What information? Well, take a look
at the structure in Listing 3.

. |
totypes, including a usage message @de—t st_r.node; / F%le mOde Y '
(though we don't do anything fancy ino_t St_1no; /* File serial number */ , !
about argument parsing), and dev_t st_dev; /* ID of dev1celcont:a1n1ng a d.rectory*/ -
checking the return status from the ] /* entry for t},us file. */ !
POSIX function. We also exit the S},lort st_nI.Llnk; /* Number of links */
program with different values UJ..d_t st_u;'Ld; /* User ID of the file's owner */
depending on the success of our gid_t St—g%d" a Gz.'oup FD OF the file’s group */ '
operation. off_t st_size; /* File size in bytes */

What does the constant S_IRW rep- t::.me_t: st_atime; /* Time of last access */
resent? It is composed of the flag t:.Lme_t st_mtime; /* Time of last data modification */
time_ t st_ctime; /* Time of last file status change */

values for opening the file with user
read (C_IRUSR), user write
(C_IWUSR), group read and write

}:
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Notice this definition makes liberal use of the new types
we talked about earlier. But be warned: If you look in
<sys/stat.h> on AlX, you're going to find a lot more
information because the stat block is used by multiple
interfaces, which have different requirements. We've only
shown the entries we care about now.

Since stat is used to retrieve the information for an
1s -1 command, the best way to show it in action is to
write a small version of 1s, as follows:

#define _POSIX_SOURCE

#include <stdio.h> /* for fprincf (), perroxr()*/

#include <stdlib.h> /* for EXIT_*, exit() */
#include <sys/types.h> /* for stat.h */
#include <sys/stat.h> /* for stat() */

main(int argc, char *argv(])
{
struct stat buf;
if (argc != 2) {
fprintf (stderr, "usage: %s filename\n", argv(0]);
exit (EXIT_FAILURE) ;
}
if (stat(argv(l], &buf) == -1) {
verror (argv(l]);
exit (EXIT_FAILURE) ;
}
printf (" %u %u %u %u %u\t%u %u %s\n",
buf.st_ino, buf.st_mode, buf.st_nlirk,

buf.st_uid, buf.st_gid, buf.st_size,
buf.st_mtime, argv(1l]);
exit (EXIT_SUCCESS) ;
}

There are three things to note in this program:

* We take only one file name as an argurment.

* If we can't access the file, we call perror (), which
prints the text corresponding to the last error. Note that
we must call perror () directly after the error occurs.

» All the values we printed are unsigned.

So what's the output?

$ ./1s foo

192582 33188 1 208 1 25 742530941 foo
This output isn’t as informative as we might like, or
even what we've come to expect from the standard 1s

command. So in the next 30 days, consider the following:

* How do we get the mode, uid, gid and time into a more
useful form?

* What is the purpose of the fields st_dev, st_atime and
st_ctime?

» Why isn't the file name in the stat structure?

* What does this have to do with setting the access time
of the file we were talking about when we introduced
the stat () interface?

Until next month... A

Reader Feedback
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In Which We Write /n

by Jeffreys Copeland
and Haemer

fyOLFrejustjoining us, this is the

third column in a series that

attacks POSIX from an uncon-
ventional angle. Our goal is to help
you teach yourself the POSIX system
interfaces by thinking about what
calls have to exist in order to build
the commands you routinely use.
Last time, we introduced the stat ()
call to write a simple version of 1s.
Let's take a look at that program
again:

#define _POSIX_SOURCE
#include <stdio.h> /* for fprintf(), perror() */

#include <stdlib.h> /* for EXIT_*, exit() */ i
#include <sys/types.h> /* for stat.h */
#¢include <sys/stat.h> /* for stat() */

main(int argc, char *argv[])
{
struct stat buf;

if (argc !=2){
fprintf (stderr, "usage: %s filename\n" , argv(0])};
exit (EXIT _FAILURE) ;
} :
if (stat(argv(l., &buf) == -1) { :
perror (argv(ll): f
exit (EXIT_FAILURE) ; '
}
printf (" %u %u %u %u %u\t %u %u %s\n"
buf.st_ino, buf.st_mode, buf.st_nlink,
buf.st_uid, buf.st_gid, buf.st_size,
buf.st_mtime, argv{l]);:
exit (EXIT_SUCCESS) ;

Jeffrey Copeland (3efféaus.shl.com) lives in Austin, TX, where he manages projects for SHL
Systemhouse. He recently acted as software consultant for the administrators of the 1993 Hugo
Awards. His technical interests include internationalization and typeseiting.

Jeffrey S. Haemer (jsh@canary.com) is an independent consultant based in Beulder, CO. He
works, writes and speaks on the interrelated topics of open systems, standards, software portability
and porting, and internationalization. Dr. Hacmer has been a featured speaker at Usenix, UniForum
and Expo Kuwait.
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When we compile and run it, we get:

$ ./a.out foo
192582 33188 1 208 1 25 742530941 foo

The output shows that the stat structure (see below)
contains virtually all the information about a file that you
can get out of 1s, even if it's in a cryptic form. In UNIX
implementations, all this information is stored in an
i-node, one inode per file. In one sense, the inodes are
the files: They contain all the file attributes, plus a point-
er to the file data. The stat () call is just a convenient
way to bundle the attribute information in a tidy package
for the programmer.

struct stat {
mode_t st_mode; /* File mode */
ino_t st_ino; /* Inode number */
dev_t st_dev; /*

ID of device containing */
/* a directory entry for this file */

1s, we'd use them to translate 100644 into a more famil-
iar form: ~rw-x- -r- -.

Orther special routines let us translate the reraaining
three numbers in our crude 1s into more useful forms.
The user and group names can be had from the uid and
gid values with the routines getgrgid() and
getpwuid (). The first takes a gid and returns a group
structure as defined in <grp.h> (see Listing 1). Similarly,
getpwuid() takes a uid as an argument and returns a
passwd structure, from <pwd.h> (see Listing 2).

The time can be converted to a familiar form with the
standard C routine localtime (), which provides us with
a structure containing (among other things) ronth, day,
year and clock time. Alternately, harking back to our
columns on internationalization, we
could use the internationalized strf -
time () function from standard C,
which both converts and formats the
date in a single function call and can
even print the month as a name in

nlink_t st_nlink; /* Number of links */ yourlocallanguage

uid_t st_uid; /* User ID of the file's owner*/ We encourage you to try using some

gid_t st_gid: /* Group ID of the file's group */ of these facilities to improve our sim-

off_t st_size; /* File size in bytes */ ple-minded version of 1s.

time_t st_atime: /* Time of last access */ » What would we use the fields

time_t st_mtime; /* Time of last data modification */ st_ctime and st_atime for?

time_t st_ctime; /* Time of last file status change */ The st_ctime represents the “time of
/* Times measured in seconds since * last status change”: On UNIX, this is

/* 00:00:00 GMT, Jan. 1,

We also left you with a series of questions. You've had a
month to think about them, so let's review them.

* How do we get the mode, uid, gid and time
into a more useful form?

The mode is easy; it just takes a little transia-
tion code. Think of the mode as an octal

1870 */

Permissions and POSIX

just the inode modification time.
st_ctime changes not only when we
modify the file itsell, but when we
change information in the equivalent of the inode~that is,
any time we change something we get back from the stat
structure. For example, when we do a chmod or chown,

number, instead of as an unsigned decimal, Traditional
and it becomes clearer: 33188 becomes POSIX name UNIX value Description i
100644. A peek at sys/stat.h tells us that S_IRWXU 0700 Permission mask for the owner !
the leading 1 in 100644 means we are looking S_TRUSR 0400 Owner read i
at a regular file, but the macros and symbolic S_TWUSR 0200 Owner write l
constants defined in sections 5.6.1.1 and S_IXUSR 0100 Owner execute or directory search |
5.6.1.2 of the POSIX.1 standard relieve us S_IRWXG 0070 Permission mask for the file group I
from having 1o memorize this and let us test it S_IRGRP 0040 Group read |
with the S_TSREG () macro. Similarly, we can S_TWGRP 0020 Group write f
check to see if the file is a directory with the S_IXGRP 0010 Group execute or directory search I-
macro S_ISDIRC(). S_IRWXO 0007 Permission mask for others :
The last three octal digits, 644, represent S_TROTH 0004 Other read I
the familiar access permission for the owner, S_TWOTH 0002 Other write
group and world. Again, sys/stat.h defines S_IXOTH 0001 Other execute or directory search

some useful constants for us, shown in the
adjacent table. In a rewrite of our first cut at
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Listing 1
struct group {
char * gr_name;
gid_t gr_gid:
char ** gr_names;
}i

/* group id */

Listing 2

struct passwd {
char *pw_name; /* usexr name */
uid_t pw_uid; /* user id */
gid_t pw_gid; /*
char *pw_dir; /*

char *pw_shell; /*

Listing 3

#define _POSIX_SOURCE
#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <sys/stat.h>
#include <string.h>
#include <sys/limits.h>
extern char *basename{char *};

main(int argec, char *argvi}l)

{
char newfile[_POSIX_PATH_MAX];
struct stat buf;

if (arge '= 3)

/* group name */

POSIX

/* list of group member names */

primary group id for this user */ |
initial working directory */
user startup shell */

/* for strlen() */
/* for _POSIX_PATHA_MAX */

err_quit (“usage: %s filel file2", argv(0]);

strepy (newhile, argvi{2));
if ((stat(argv(2], &buf) != -1)
&& S_ISDIR(buf.st_mode))
strcat (newfile, “/");

strcat (newfile, basename(argvill)):

)

if (link({argv(l]}. newfile) == -1)
err_sys("link failed"):
exit (0} ;

)
char *basename(char *s)
{

char *pc;

for (pc = s + strlen(s);
if (pc == s)
return(s);
returnipc + 1);

*pe = /¢

i pe--)

the st_ctime changes. You can get the
ctime out of 1s, 100, with an 1s -lc. Put
another way, 1s -1 tells you the last time
you changed the data in a file, while 1s -
Lc tells you the last time you changed its
artributes. Besides keeping track of the
last time you changed a file or its attribut-
es, a POSIX system also keeps track of the
last time you fetched data from it. The
st_atime is the time of the last file
access.

Try this experiment:

$ ls -lu /etc/passwd
$ cat /etc/passwd
S 1ls -lu /etc/passwd

This little-known feature can be aston-
ishingly useful. If you havz an application
that isn't working and you want to know if
1Us actually reading the input data file,
using 1s -1lu is a lot faster than scattering
debugging code around your opens and
reads. Sadly, the -c flag gives you the
ctime, but the -a flag for 1s was already in
use, 50 you get the atime with the ~u flag.
Think of it as the “useful” flag.

* Why isn’t the file name in the stat structure?
Because the inode doesn't contain a file
name. All inodes are kept in an array, anal-

ogous to the DOS FAT table, for those of
you coming from DQS. If we go back to
the earlier statement that each inode repre-
sents a file, the file’s inode number—the
index into this array—is its only real name.
We'll soon show you this in more detail.
The file names we generally use are, as we
shall see, just convenient lebels, stored in
directories, that point at inodes. The same
file can actually have differ=nt names in
different directories or even more than one
name in a single directory.

» What does this have to do with setting the
access time of a file, which led us to the

stat () interface?

Not much, but it does illustrate some
themes that will recur in these columns:

1. UNIX commands are just programs;
any system calls they use, you can use,
too. The very existence of the touch com-
mand lets us infer that the operating sys-
tem stores access time information some-
where and there must be calls that let us
get at the information.
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2. For most objects and attributes in the system, there
are separate calls to get and set information. The creat ()
we used in touch and the stat ()} we used in 1s are
examples of a pattern.

3. Once we've figured out that something exists, looking
at other shell-level commands can deepen our under-
standing. touch shows that file modification times were
stored somewhere. Looking at some of the more obscure
flags from 1s shows us that three times are stored, not
just one.

4. Getting there, as they used to say in travel commer-
cials, can be half the fun. We've come all this way and
still can’t set file modification times except by creating or
truncating them. We'll return to setting the access time in
a few weeks, but first we'll lay more groundwork by
digressing into other things.

The In program

stat () gets a lot of attributes at once. Our discussion
of st_[acm] time shows that setting them is a more
piecemeal affair. Let’s continue our discussion with the
link count, st_nlink. As you know, the 1n command
allows you to give a file more than one name. What
many people don't appreciate (but you do now since
you know what is and isn’t stored in the stat structure)
is that all these names are equivalent-a file’s only “real
name” is its inode number, which you can get with
ls -i. That said, basic system calls like open() expect
the same symbolic names we use. So how do we tag a
file with a symbolic name? One way is during file cre-
ation. A second way, used by 1n, is with the system call
link().

Listing 3 shows a cut-down version of 1n that illustrates
the point. We use it like this:

$ toucn foo

$ mkdir foo.d

$ ./a.out foo fool
$ ./a.out foo foo.d
$ 1s -1 foo*

name in the second.

2. Wherever possible, we’ve used symbolic constants
and macros supplied by POSIX itself. One example of this
is the array newfile (], which holds the new name being
attached to the file. Instead of giving it an arbitrary size
specific to the program (and the programmer), we set it
to _POSIX_PATH_MAX, which is the size of the longest
completely portable pathname. The actual maximum
path length can vary with the file system, so a more
robust version might use pathconf (). Similarly, we test
whether the second argument is a directory using the
POSIX macro S_ISDIR().

3. Note how the includes have begun to proliferate.
POSIX and Standard C are both very clear about what’s
declared where, which is good, but the lists of include
files in our programs will get larger and larger. Some-
times, we may just show the code and omit the
includes.

4, The err_sys() and err_quit () routines are not
standard. In general, having a handful of routines that
print uniformly formatted error messages and then either
quit or continue both simplifies your code and ensures
that you handle errors consistently. You may already
have your own. We've lifted ours from Richard Stevens’
excellent book Advanced Programming in the UNIX Envi-
ronment (Addison-Wesley Publishing Co., 1992, ISBN 0-
201-5617-7).

Until Next Month...

The 1n program has gotten us thinking about file
names, Next month, we'll plunge further into this subject
by writing mv. In the interim, we’d like to leave you with
a few points to ponder, as is our wont. Some of these you
can test by typing in the code we've given you and trying
it out yourself. That’s one reason we try to keep our code
samples simple.

» We've done some simple error checking. What sort of
error checking should a more robust version have? How
would you implement err_* () routines?

* What if argv(1] is a directory? What should happen?
¢ What if the constructed filenames are too long?

e Even executables can have st_nlink > 1.

$ 1s -il /bin/ln /bin/mv /bin/cp

-rw-rw-r-- 3 jsh other 0 Aug 24 14:27 foo
-rw-rw-r-- 3 jsh other 0 Aug 24 14:27 fool
foo.d:
total 0
-rw-rw-r-- 3 jsh other 0 Aug 24 14:27 foo

Briefly, it does a quick check for proper usage, has
a little code for one special case (1n filename
directory) and then invokes link (). The code is
meant to be read, and we encourage you to do so, but
we'll point out a few things:

1. link () requires two filenames. Like the command
1n, the call gives the file in the first argument the new

70 -rwxrwxr-x 3 bin bin 9346 Sep 11 1990 /bin/cp
70 -rwxrwxXr-x 3 bin bin 9346 Sep 11 1990 /bin/ln
70 -rwxrwxr-x 3 bin bin 9346 Sep 11 199) /bin/mv

When do you want to use this trick, when do you want to
avoid it, and if they're really all the same program, why
do they behave differently? A
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In Which We Move
and Remove Files

by Jeffreys Copeland and Haemer

elcome back for the the same: They're just links to the
fourth in our series on same exact executable file. Why is
POSIX. If you've just this the case? And in what circum-
come in, we're examining the 1003 stances is this trick useful for pro-

standard from a different direction: grams of your own? Let's answer
by deducing information about the those questions last, after we explore

system interfaces | the rm and mv commands.
in the applica-

tions program- Removing a File
ming interface of Let’s start with the POSIX rm com-
1003.1 [rom mand. How do we remove a file?
information we Well, POSIX provides us with an
already know unlink() interface to remove a link
about the com- | to a file. For example, consider the
mand interface | following program:
ol 1003.2,
which we rec- #define _POSIX_SOURCE
ognize as #include <stdio.h>
almost identi- #include <stdlib.h>
cal to the
UNIX com- main(int argc, char *argv(])
mand set with {
which we are familiar. if (argc !'= 2)

Last time, we talked about the 1n err_quit ("usage: $s file",
program and ended up with a ver- if (unlink(argv([l]) == -1)
sion that works when the target is err_sys ("unlink failed");
either another fle or a directory. We exit (0);
finished the installment with the }

observation that, on some systems,

the programs cp, 1n and mv are all 1f we compile it, then run it

Jeffrey Copeland (jeff@aus.shl.ccm) lives in Austin, TX, where he manages projects for SHL
Systemhouse. He recently acted as softwarc consultant for the administrators of the 1993 Hugo
Awards. His technical interests include internationalization and typesetting.

Jeffrey S. Haemer (3sh@canary.com) is an independent consultant based in Boulder, CO. He
works, writes and speaks on the interrelated topics of open systems, standards, software portability

and porting, and internationalization. Dr. Haemer has been a featured speaker at Usenix, UniForum
and Expo Kuwait.

argv(0]);
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$ 1s

macros . mm posix-2.mm pOSsix-4.mm

posix-1.mm posix-3.mm
$ ./a.out posix-4.mm

$ 1s
macros.mm posix-2.mm
posix-1.mm POSix-3.mm

Unfortunately, now we have to start wriling this article
again.

Moving a File

That's removing a file; what does it mean to move a file?
Well, on UNIX (or AIX), moving a file is a superset of the
DOS rename command. We provide two filenames, and
the frst file is replaced by the second. For example:

S 1s

macros .mm POsSix-2.mm posix-4.mmn

posix-1.mm posix-3.mm
$ mv macros.mm foo.bar

$ 1s
foo.bar posix-2.mm

posix-3.mm

posix-4.mm
posix-1.mm

But, unlike DOS’ rename {which one of us is being
forced to use a lot lately, much to his frustration), mv
allows you to move a file elsewhere, viz.,
$ mkdir x

$ 1s -R

macros . mm
posix-~1.mm

posix-2.mm posix-4.mm
posix-3.mm X

/X
$ mv macros.mm Xx
S 1s -R

posix-1.mm
pPosSix-2.mm

posix-3.mm X
posix-4.mm

LIX:
macros.mm

You can also move a file to a different name in a differ-
ent directory by doing something like:

S mv macros.mm /tmp/foobar
$ 1ls /tmp
_ndxch bedaaidm foobar mf0228 . tmp
(Notice that you don't end up with an annoying Invalid
filename or file not found message when you try this.)

From our version of 1n last month, can you guess how
mv actually works? Go ahead and think about it; we’ll
grab a beer while you do. (Both Austin and Boulder, by
the way, have several excellent microbreweries. The one
we favor in Austin has a neat tour, but the ones in Boul-
der serve lunch.)

All set? As you no doubt figured out, it's pretty simple:
You create a link to the new name and then use unlink ()

to remove the old name, like this:

main(int argc, char *argvl(])

{
char newflle(_POSIX_PATH_MAX];
struct stat buf;

1f (arge = 3)
err_quit ("usage: %s flel file2 ,
strcpy (newfile, argv(2]):
if ((stat(argv(2]. &buf) '= -1)
&& S_ISDIR(buf.st_mode)) ¢
strcat (newfile, "/");
strcat (newfile, basename(argv(l))):
}
if (link(argv(l], newfile) == -1)
err_sys("link"):;
if (strcmp(basename(argv(0]),
if (unlink(argv[1l]) == -1)
err_sys("unlink");
exit (0);

argv(0]);

We need to note that the file itsell isn’t changed by this
program. We didn’t change the inode at all, just the name
of the file. An interesting point is that this program now
does both 1n and mv: If we invoke it as anything other
than mv, it doesn’t do the unlink. Notice that we used last
month’s basename (), err_quit () and err_sys () rou-
tines all over again. Also notice that both the err rou-
tines, which print an error message and exit, help us
avoid really messy program structure. (err_quit prints
its argument and exits; err_sys also prints the system’s
errno value.) For example, if they only printed error mes-
sages, we would end up with code like this:

if (argc '= 3)

err_quit ("usage: %s filel file2 , arxgv{0]);
else {

VA 4
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Figure 1
$ 1s -1i
total 140
6174 -rw-r-r- 1 jeff other 1898 Sep 11 23:00 coding-notes
386 -rw-r-r- 1 jeff other 417 Sep 11 23:00 invoice
8989 ~r-XIr-Xr-x 1 jeff other 1805 Sep 11 23:00 macros.my
390 -rw-r-r- 1 jeff other 555 Sep 11 23:00 makefile
9854 -rw-r-r- 1 jeff other 1715 Sep 11 23:00 p3-corr
397 -Yw-Y-r- 1 jeff other 21745 Sep 11 23:00 posix-1.mm
399 -r-r-r- 1 jeft other 13934 Sep 11 23:00 posix-2.mm
403 -r~-r-r- 1 jeff other 13453 Sep 11 23:00 posix-3.mm
406 -rw-r-r- 1 jeff other 7431 Sep 11 23:00 posix-4 .mm
407 -rwXr-Xr-x 1 jeff other 745 Sep 11 23:00 strip
$ od -cd .
0000000 06155 00046 00000 00000 00000 00000 00000 00000
013 030 .
0000020 06323 11822 00000 00000 00000 00000 00000 00000
263 030 . .
0000040 06174 28515 26980 26478 28205 29807 29541 00000
036 030 [ o d 1 n g - n 0o t e s

0000060 00386 28265 28534 25449 00101 00000 00000 00000
202 001 i n v o i c e

0000100 08989 24941 29283 29551 27950 00109 00000 00000
035 # m a c r o s . m m

0000120 00390 24941 25963 26982 25964 00000 00000 00000
206 001 m a k e f i 1 e

0000140 09854 13168 25389 29295 00114 00000 00000 00000

~ & p 3 - c [} r r

0000160 00397 28528 26995 11640 11825 28013 00000 00000
215 001 P o s i X - 1 . m m

0000200 00399 28528 26995 11640 11826 28013 00000 00000
217 001 P o s i X - 2 . m m

0000220 00403 28528 26995 11640 11827 28013 00000 00000
223 001 o) o s i X - 3 . m m

0000240 00406 28528 26995 12640 11828 28013 00000 00000
226 001 p o S i X - 4 . m m

0000260 00407 29811 26994 00112 00000 00000 00000 00000
227 001 s t r 1 p

0000300
(Did we just do a dump of the directory? Yes. It’s just a file. Notice the numbers: they're the inodes.)

$ rm coding-notes

$ od -cd .
0000000 06155 00046 00000 00000 00000 00000 00000 00000
013 030 .
0000020 06323 11822 00000 00000 00000 00000 00000 00000
263 030 . .
0000040 00000 28515 26980 26478 28205 29807 29541 00000
[ le] d i n g - n o] t e S
0000060 00386 28265 28534 25449 00101 00000 00000 00000
202 001 i n v o) i c e :
0000100 08989 24941 29283 29551 27950 00109 00000 00000 '
035 # m a c r [¢] S m

. Y m
0000120 00390 24941 25963 26982 25964 00000 00000 00000 ,
206001 m a k e f i 1 e i
0000140 09854 13168 25389 29295 00114 00000 00000 00000 :
c o r X i

~ & o) 3 -
0000160 00397 28528 26995 11640 11825 28013 00000 00000 '
215 001 p o s i X - 1 . m m :
0000200 00399 28528 26995 11640 11826 28013 00000 00000
217 001 o) ] s i X - 2 m m

0000220 00403 28528 26995 11640 11827 28013 00000 00000 '
223 001 P e} s i X - 3 . m m

0000240 00406 28528 26995 11640 11828 28013 00000 00000
226 001 p o s 1 X - 4 . m m

0000260 00407 29811 26994 00112 00000 00000 00000 00000
227 001 s t r i P

0000300 i
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if (link(argv(l), newfile) == ~1)
err_sys("link"):
else if (strcmp(basename(argv(0]), "mv") == 0) {
if (unlink(argv(1l]) == -1} {
err_sys("unlink"):
else
exit (0) ;
else
exit (0);
}
}

exit(l);

Such error-routine interfaces aren’t in any of the standards,
but it's useful to have a set of your own and straightfor-
ward to create them. As we noted last ime, we're using the
ones from Richard Stevens’ Advanced Programming in the
UNIX Environment because we like their design. Besides,
they're well-thought-out and already debugged. Why rein-
vent the wheel? Now, the inevitable points to pon-
der about the preceding code:

» What happens if the file already exists? The 70
link fails, and the program aborts. 70
* [[unlink () only removes a name, where’s it 70

removing the name [rom? The directory. Our
link()/unlink () combination adds a directory entry for
the new name and then deletes the directory entry for the
old one. As we said before, we never touch the contents
of the file. We update the st_ctime of the file’s inode,
and the st_ctime and st_mtime of the directoties con-
taining the names.

» Well, then what’s in a directory? Patience, we'll come
to that soon, but we've still got an outstanding question
from last month.

In order to answer the outstanding question, we need
to make an observation first: Why does the following
happen?

$ cat /etc/passwad >a

S$ls-1la
-rw-r--r--1 jeff staff 1671 Sep 10 10:54 a

$./mvab # our own version of mv

S$1ls-lab
l1s: 0653-341 The file a does not exist.
~rw-r--r-- 1 jeff staff 1671 Sep 10 10:54 b

$ pwd
/user/jeff/posix

S ./mv b /tmp
sys_err: link

The purple-and-yellow book (POSIX.1) tells us that
link() can result in the error EXDEV, when the location
given by the new name and the existing file are on differ-
ent file systems, and the implementation doesn’t support
links between file systems. Most existing UNIX
systems—including AlX-have this implementation restric-
tion. When we tried to create the link from
/user/jeff/posix/b to /tmp/b, we were crossing a file
system boundary, and the link failed.

How do we get around this? Our implementation of mv is
pretty useless if we can’t move files across file systems. 1f
we are on a different file system, we have 10 open the new
file, copy the contents of the old file to the new file, and
then unlink the old file. So mv ends up having almost all of
cp in it. And, as we've noticed, 1n is a subset of the code in
mv. So why not just build all three of them as the same
program, and then have slightly different execution behav-
ior based on the name of the file? That, gentle reader, is
why the following is the case on some UNIX systems.

$1ls -il /bin/1ln /bin/mv /bin/cp

-rwxrwxr-x 3 bin bin 9346 Sep 11 1990 /bin/cp
-rwxrwxr-x 3 bin bin 9346 Sep 11 1990 /bin/ln
-rwxrwxr-x 3 bin bin 9346 Sep 11 1990 /bin/mv

This trick simplifies code maintenance, but you should
avoid using it unless the amount of code overlap is really
large-otherwise, you're just packing a lot of independent,
unrelated functions into a single executable. (Those of
you old enough to have used CP/M will remember pip,
which we still suspect could have made our microcom-
puters dispense root beer if only we could have found the
right options.)

Directories

As we've probably mentioned before, on a UNIX system
a file is a file is a file. This means that we can treat any
file the same. For example, in Figure 1 we delete the file,
and the inode changes to zero.

Thoughts for Next Time

Next time, we'll explore directories more thoroughly. In
preparation, we'll close with a few things for you to try
yourself and a few things for you to scratch your head
about late at night when you can't sleep.

» What happens if 1 create a new file in the directory
shown above? In what order will the entries of that direc-
tory print if 1 do an 1s?

e [[unlink () only removes a directory listing and
doesn’t do away with a file, how do we get rid of ir?

* Why is there a lost - found directory in each file sys-
tem, and why is it so big? (Try 1s -1d /lost+found and
contrast the size with that of an empty directory that you
create yourself.) How might you write 1s? A
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In Which We
Explore Directories

by Jeffreys Copeland and Haemer

n our last column, we began dis-

cussing directory structure. This

time, we'll begin by exploring
POSIX directories in more detail.
We'll move on to rewriting our toy
1s program from several columns
ago. We'll finish by discussing file
modes, thereby setting up a discus-
sion of the files next month.

To review from last time, we
observed that a directory is just a
file. If we do an octal dump of a
directory on AlX, we find it contains
a number of entries of 16 bytes
each. The first two bytes appear to

be hieroglyphics; the last 14 are the In a full-page demonstration, we
first bytes of the file name. For found that the inode number is reset
example: to zero on some POSIX systems

$ od -cd .

0000320 360 350 p o s i x - 4 . m m

61672 28783 29545 30765 13358 28013 00000 ()0000%
0000400

As we discovered, the two bytes of when we delete the file from the
hieroglyphics are actually the inode directory. This leads us to the ques-
number. tions we left you with last time:

$ 1s -1 posix-4.mm

61672 -r--r--r-- 1 jeff staff 13661 Sep 13 13:49 posix-4.mm

Jeffrey Copeland (3eff@ans.shi.com) lives in Austin, TX. where he manages projects for SHL
Systemhouse. He recently acted as software consultant for the administrators of the 1993 Hugo
Awards. His technical interests include internationalization and typesctting.

Jeffrey S. Haemer (jsh@canary.com) is an independent consultant based in Boulder, CO. He
works, writes and spcaks on the interrelated topics of open systems, standards. software portability
and porting, and internationalization. Dr. Haemer has been a featured speaker at Usenix, UniForum
and Expo Kuwait.
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» What happens if [ create a new file in the directory
where we've deleted a file?

When we create a file, it’s inserted into the first avail-
able space in the directory. If we've deleted a file, it
replaces the entry with the zero inode. If we have no
empty spots available, it is added onto the end.

s In what order will the entries of that directory print if I
do an 1s?

They magically appear in alphabetical order. (How does
that happen? Hint: See gsort in the C Standard.)

* Ifunlink () only removes a directory listing and
doesn't actually do away with a file, how do we get rid
of it?

If there are additional links to the file, nothing happens
to the data itself. When the link count in the inode goes
to zero, the system frees the blocks, and they become
available for use by another file.

* Why is there a lost+found directory in each file system,
and why is it so big?

Traditionally, UNIX doesn’t write its files in real time.
Sometimes, there are files on the disk that have not yet
been attached to directories. There are files that have
been deleted from directories but haven't been purged
from the disk. When the system crashes, we need to do
an integrity check of the file system to catch the files in
these in-between states. This is the purpose of the pro-
gram fsck. The lost+found directory is the catch-all for
these loose files. Why is it so big? Because when the sys-
tem is starting up in single-user mode, fsck is operating
on the raw device and doesn’t deal with the directory
through polite system calls. We make its life easier by
giving it a premade directory with empty slots into which
it places loose files it finds; since it can’t increase in size,
we need to supply it beforehand with a number of empty
slots. In the dark ages, when a file system was created,
the system manager did something like:

cd /newfilesystem
mkdir lost+found
cd lost+found
for 1in123456789
do
for  in 123456789
do
touch $i$j
done
m*

which left the file system big enough to hold a lot of files.
Two things to notice about this trick: Since directories
never shrink in size, lost + found can always hold at
least the number of files it was set up for. Also, fsck is
only looking for a place to put the directory entry-the file
already exists, and already has its space on disk.

* How might you write 1s?

The obvious way of doing an fopen() on the file “.”,
reading information from it in 16-byte chunks, sorting it
by file name, and printing it out would work. But it's
wrong. How do you know that the forrat of the directory
entry will be the same on the next POSIX-compatible sys-
tem you work on? POSIX tells us nothing about the for-
mat of the directory entries. It is only tradition that has
them laid out as in our examples. Indeed, on AIX, the
“inode number” in the directory does not necessarily
even correspond to the inode number reported by
stat (), or shown in an 1s -1i.

The Real Is Program

Fortunately, POSIX provides us with some handy rou-
tines for getting at directories, and, of course, a data
structure for handling information from them. We can
begin by looking at the POSIX header file <dirent.hs>.
The POSIX standard tells us that we have a DIR, which is
analogous to the stdio FILE type for directories, and a
struct dirent containing at least the array char
d_name[], which is no more than NAME_MAX+1 bytes long.
AIX is a little more generous with its information: We
also get the inode number (d_ino) and the length of the
file name (d_namelen) in dirent. In a fully POSIX-
portable program you would get this information by call-
ing stat () with the file name.

To access the directory structures, we have four conve-
nient routines:
* opendir () takes the name of the directory and returns

a pointer to a DIR,
* dirent () returns a pointer to the next dirent,
* closedir () closes the open directory, and
* rewinddir() allows us to restart at the beginning of

the directory we'’re reading.

For example, we can list the files in the current directo-
ry with the following program:

#include <sys/types.h>
#include <dirent.h>
#include <stdio.h>

main()
{
DIR *dirp;
struct dirent *dp:;

if( (dirp = opendir( "." )) == NULL )
err_quit ( "opendir failed" );
while( (dp = readdir{(dirp)) != NULL )
puts( dp~->d_name )
closedir( dirp ):
exit( 0 };
}

which provides output like
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TAcCros . mm
makefile
posix-1.mm
pPoOsSix-2.mm
RCS

foo.c
posix-3.mm
POS1x-4 .mm
Posix-5.mm
foo

Not quite the 1s you're used to, is it? Several
things to notice: First, both the current directo-
ry (.) and its parent (..) are listed in the out-
put. You'd expect this, since you're used to see-
ing the way UNIX directories are linked
together, when you use 1s -a. Second, the
entries are not in any apparent order. Third,
how would we do a listing of a different direc-
tory? Lastly, we are only seeing the file names.

How would we do an 1s -1? The first problem is solved

with a simple change:

while( (dp = readdir (dirp))
if( *dp->d_name != *'.' )
puts{ dp->d_name );

!= NULL )

The remaining three problems we will leave as an exer-
cise for the reader. Note that we already did a large part

of solving the last problem in an earlier column.

POSIX

File Modes

That leads us neatly to the question of file modes. When
you do an 1s -1, you get some information about the file
attributes, viz.,

-rw-r--r-- 1 jeff staff 6824 Oct 07 16:04 posix-5.mm

How do they get set? How do we modify them? As
we've discussed before, POSIX defines symbolic constants
for each of the traditional UNIX protection bits. For
example, S_IXGRP represents the execute permission bit
for group, and S_IwWUSR is the user write bit. We already
know about the chmod command.

$ touch bar

$ 1s -1 bar

-YW-r--Y-- 1 jeff staff 0 Oct 07 23:11 bar -
$ chmod 777 bar i
$ 1s -1 bar .
—FWXIWXIWX 1 jeff staff 0 Oct 07 23:11 bar °
$ chmod 3 bar -
$ 1s -1 bar :
———————— wX staff 0 Oct 07 23:11 bar -

1 jeff

As you might surmise, there’s an underlying interface to
do the dirty work. We'll use that interface, conveniently
named chmod (), to build a version of the ccmmand:

#include <stdio.h>

finclude <stdlib.h>

#include <sys/types.h>

#include <sys/stat.h>

int mode_bit(12] = {
S_IXOTH, S_IWOTH, S_IROTH,
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S_IXGRP, S_IWGRP, S_IRGRP,
S_IXUSR, S_IWUSR, S_IRUSR,
0, S_ISGID, S_ISUID,

)i

main(int argc,

{

char *argvl])

mode_t mode = 0;

int n;

int 1;

if ((argc '= 3) |} !isdigit(*argv([l]))
err_quit ("usage: %s octal-mode file",

argv(0]);

n = strtol(argv(l], NULL, 8):

for (i=0; 1<12; i++)
if (n & (l<<i))

mode = mode | mode_bit[i];

strrol () automatically takes the 640 as an octal since we
use a base argument of 8.
What would the code do if we invoked the program as

chmod 0777qz foo

How can you fix it to catch the error?
* We're also allowed to use command arguments in a
newer form, such as

chmod g+xs,u-r,o=r foo

How much more difficult would it be to parse these?
And how would you go about it? s it enough of a hint to
note that the POSIX.2 standard provides a BNF grammar
for the command line to chmed?

If We Can Change Permissions,
How About Ownership?
You would think that we should be able to modify all of

if (chmod(argv(2]), mode) == -1) the file attributes we see when we do an 1s -1. We can.
err_sys("chmod failed"); For example:
exit (0} ; : - - o
) $ touch bar
$ 1ls -1 bar
Things You Should ~YW-IW-IW- 1 jeff staff 0 Oct. 07 23:26 bar
Notice About This Program z ‘;h"wrll g bax
» File permissions are pre mode_t not type int -rwfrw—rw?r 1 root staff 0 Oct 07 23:26 bar
any more. At the same time, we now use the S rm -f bar
symbolic constants Lo refer to the mode bits, not ¢ roych bar
the familiar UNIX numeric modes, such as 0644.  § chown bin bar
In other words, under POSIX, the mode bits are $ 1s -1 bar
not guaranteed to map neatly to octal constants.  -rw-rw-rw- 1 bin staff 0 Oct. 07 23:26 bar

« In POSIX.2, we can still accept the old argu-
ments, such as

chmod 644 foobar

but this is considered obsolete. Why? Because we may be
implementing POSIX commands on a system that doesn't
support file permissions in quite the same way as the
original Kernighan patent for UNIX mode bits specified.
In this case, neither the symbolic constants (such as
S_TRWXU), nor the numeric values we'd use on the com-
mand line (such as 0711), would match the underlying
operating system.

* Two programming tips are notable here: First, by
using a table lookup, we made our code a great deal easi-
er. (We've spent some of our days lately trying to fix a
100,000-line program that consistently uses switch state-
ments instead of tables. This makes the code a great deal
more difficult to understand, and at least six times bulki-
er.) Second, using strtol() to convert the command-
line argument to a long is exactly the right thing. In par-
ticular, by invoking the program as

chmod 640 foobar

As you can probably guess by now, thz chown program
uses an underlying chown () interface. We can build it
into a program like so:

#include <pwd.h> /* for getpwuid */
/* ... other includes */

main(int arge,
{
struct stat buf;
uid_t uid;
struct passwd *pwd;
char *cp:
if (argc != 3)
err_quit ("usage: %s uid file , argv(0]):
if (stat{argv(2]), &buf) == -1)
err_sys("stat failed"):
for(cp = argv(l): *cp && 'isdigit(*cp): Cp++)

char *argv(])

if (ep == '\O")

uid = (uid_t) atol(argv(1l]):
else {
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1f ((pwd = getpwnam(argv({l])) == NULL)
err_quit ("unknown user id %s",
argv(1l]);

uid = pwd->pw_uid;

}

if (chown(argv(2], uid, buf.st_gid) == -1)
err_sys("chown failed");

exit (0);

}

For reference, getpwnam() returns a password structure:

struct passwd {
char *pw_name; /* User name */
uid_t pw_uid; /* User ID number */
gid_t pw_gid: /* Group ID number */
char *pw_dir; /* Initial Working Directory */
char *pw_shell; /* Initial User Program */
)i

We can have other fields in passwd in addition to the
POSIX-mandated minimum set. For example, char
*pw_passwd might contain the actual text of the hashed
password. The text of the password is probably not avail-
able on systems where there is a file /etc/shadow to con-
tain the actual password data. (An aside: Several years

ago, shortly after the Internet Worm disaster, one of us
did the quick experiment of testing the passwords on all
the UNIX machines he could get to on the local-area net
at the company where he worked. He only used a dictio-
nary attack. The only passwords he successfully broke
this way belonged to corporate officers. 1f he had been
less scrupulous, he would have given himsell a large raise
and retired. The moral of the story is that easily guessed
passwords really are a danger, if not from an external
intruder, from the cracker across the hall.) We're just
about out of space, so we’ll leave you (as usual) with a
few points to consider in the next month:

* Why don’t we declare the uid and gid to be int
instead of having special types uid_t and gic¢_t ?

* Life would certainly be easier if we had the inverse of
stat (}, say:

setstat ( char *filename, statbuf *buf

Why doesn’t it exist?

* Since the chown () interface sets both owner and the
group, should we just make chgrp a link to chown like we
described for mv, cp and 1n?

Next month we'll explore file types, file cortents and
file time stamps. Until then! A
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POSIX

In Which We Discuss
File Attributes

by Jeffreys Copeland and Haemer

n case you're just joining us, this

column is for you if you'rea C

programmer who’s interested in
the POSIX.1 system interfaces.
Rather than run through a dry list of
system calls, we've chosen to ask
what system calls need to exist in
order 1o support the day-to-day com-
mands we use from the command
line. Instead of touring the standard,
our not-very-hidden goal is to get
you'to the point where you can tour
the standard yourself. Our general
approach has to been to make each
column a sandwich: a discussion of
some common commands and their
underlying system facilities, laid
between a set of leading questions
and the answers to the questions we
raised in the preceding column. We
like that, so we'll stick with it. First,
last month’s questions.

When Last We
Left our Story...

Last month, we were exploring the
file attributes provided by stat ().
Even though POSIX steers well clear
of implementation details—there are
POSIX-conforming systems that

aren’t UNIX-real UNIX systems, like
AlX, store such attributes in inodes.
Some questions that we trotted out
during those explorations, and our
answers:

» Why don’t we declare the uid to be
an int instead of having the special
type uid_t?

Well, how big is an int? On an
RS/6000, INT_MAX is 2,147,483,647.
Seems like that would be big
enough, eh? Perhaps not. First, it's
smaller than the world population
(which is now above 5 billion). Sec-
ond, not every user is a person. Once
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we admit the possibility that every
device in the world that speaks to a
computer might want one or more
unique uids, an int looks smaller
and smaller. Alternatively, we might
want uid_t to be smaller than an
int. Many traditional UNIX imple-
mentations, like ULTRIX, use a short
int~15 or 16 bits—to hold a uid_t.
And though space grows cheaper all
the time, it's never free; we have even
used UNIX implementations on
which ints are smaller than 32 bits.
Computing changes quickly, but
standards are crafted to be stable and
slow to change. (As the Romans used
to say: “Ars longa, machine-architec-
ture-generation-time brevis.”) With
this in mind, POSIX generally takes
the approach of giving quantities of
unknown size their own types.

* Life would certainly be easier if we
had the inverse of stat ().
Why doesn’t it exist?

setstat (char *filename,

Here, we hide behind that most
technical of answers: “We don't
know.” We raise the question neither
to advertise our ignorance nor to
argue the rationality of the design of
the interfaces, but 1o highlight an
important point: POSIX isn't sup-
posed to design “better” versions of
what’s out there, it is supposed to
standardize existing practice. Existing
practice gets all the file attributes with
a single call, stat (), but sets them
individually, with calls like chown () .

* Since the chown () interface sets
both owner and the group, should we
just make the commands chgrp and
chown links to the same command?

On some systems, they are.

Onwards and Upwards

It is sometimes said that UNIX has
no file types. The distinction being
made is that older operating systems
often provide a wealth of file ypes
for storing data. On such systems,
applications programmers must
choose the type of file to store their
data in, and such choices affect what

statbuf *buf)

POSIX

the operating system subsequently
lets you do with the data. Because
UNIX lacks such pervasive, OS-level
file-typing, most programs can be
file-type independent~cat can cat
any file~with an enormous, attendant
simplification of development, use
and maintenance. That said,
although UNIX data files are all just
byte streams, UNIX really does have
a few file types. Figure 1 illustrates
this with some simple directory
listings.

The left-hand character in a long
(1s -1) listing says whether the file is
a regular file (-), a directory (d), a
character special file (c), a block spe-
cial file (1), or a fifo (p). Additional-
ly, some files are executable, as
shown by the character x in the per-
missions flags. (Setuid programs or
setgid programs show an s instead of
an x in the appropriate position.)

Note that mkfifo is the same as old
mknod filename p. 1t creates a
file in the fle system that
operates just like a pipe; data come
out in the same order they're put in,
and reading data from a fifo also
removes Lhe data.

You should be able to infer by now
that POSIX lets you get at file-type
information and display it. If it
didn’t, how could anyone have writ-
ten 1s? Watch what happens in
Listing 1.

Once again, POSIX provides sym-
bolic constants and macros to do
what used to be done with bit-fid-
dling. Read, write anc execute per-
missions are determined with the
masks S_I{RwX}*; setuid and setgid
behavior are detected with S_I5U1D
and S_ISGID; the modes themselves
are tested with a suite of 5_15* ()
macros. All operate cn the st_mode
field of the stat structure that we
discussed in an eatlier column. Let’s
pause for a moment 1o note some
general programming points:

* We start with the general case
(char permstr[10] ="?rwxrwxrwx":)
and loop through an array of masks,
blanking out anything that doesn’t fit.
This saves us from having to write a
very large set of nested ifs.

* Notice that a stat () failure
doesn't cause the program to exit.
We make this point because we've
seen blanket statements, in print,
that a program should always abort
when a system call fails.

* All multiway switches should
have a “can’t happen” case. We steal
this good advice from Software Tools,
by Kernighan and Plauger, (Addison-
Wesley Publishing Co., 1976, ISBN
0-201-03669-X), a must-read book
for the UNIX/C programmer even
though its code is superfluous on
UNIX systems and isn't in C. By hav-
ing one in ours, we make our code

Figure 1

$ 1ls -1 /etc/passwd

-Y--r--r-- 1 root sys 1017 Aug 20 09:08 /etc/passwd
$ 1s -1d /dev

Arwxrwxr-x 7 root sys 2736 Sep 16 1991 /dev

$ 1ls -1 /dev/console

CLW~--W--W- 4 root other 5, Aug 25 17:04 /dev/console
S 1ls -1 /dev/hd0l

brw------- 1 root sys 0, Mar 28 1990 /dev/hd0l

S mkiifo /tmp/FIFO

$ 1s -1 /tmp/FIFO

Prw-rw-~r-- 1 jsh other 0 Aug 26 11:02 /tmp/FIFO
$ 1s -1 /bin/mail

~TWXL=Sr-X 2 bin mail 44416 Feb 2 1990 /bin/mail

$ 1s -1 /bin/df

~CWSY-XIr-X 2 root bin 10536 Feb 21 1990 /bin/df
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portable to systems that have more
file types than those required by
POSIX.1-1990. Like what? Take a
look at sys/stat .h, search for
S_ISFIFO, and see what else is on

POSIX

your machine.

* Speaking of guarding against later
developments, always use a comma
after the last element of an array ini-
tializer.

Listing 1
#define _POSIX_SOURCE

#include <sys/types.h>
#include <sys/stat.h> int mode[10] = {

}i

0,

S_IRUSR, S_IWUSR, S_IXUSR,
S_IRGRP, S_IWGRP, S_IXGRP,
S_IROTH, S_IWOTH, S_IXOTH,

char permstr(10] = "?rwxXrwxrwx";

main(int argc, char *argvi{])

{

)

while(--argc)
doperms (*++argv) ;
exit (0);

doperms (char *fAlename)

{

struct stat buf;
int i;
char perms(10];

i1f (stat{filename, &buf) == -1) {
err_ret ("%s", filename);
return;

}
strcpy (perms, permstr);
for (i=1; 1<10; i++)
if (! (buf.st_mode & mode([i]))
perms (1) = '-';
if ((S_IXUSR & buf.st_mode)
&& (S_ISUID & buf.st_mode))
perms (3] = 's';
1f ((S_IXGRP & buf.st_mode)
&& (S_ISGID & buf.st_mode))

permg(6] = 's';

1f (S_ISDIR(huf.st_mode))
perms (0] = 'd’;

else if (S_ISCHR(buf.st_mode))
perms[0) = '¢c';

else 1f (S_ISBLK(buf.st_mode))
perms (0] = 'b';

else 1f (S_ISREG(buf.st_mode))
perms (0] = '-';

else 1f (S_ISFIFO(buf.st_mcde))
perms (0] = 'p';

err_msg ("Non-standard file type %s",
filename) ;
printf("%s , perms);

int mode(10] = (
0,
S_IRUSR, S_IWUSR, S_IXUSR,
S_IRGRP, S_IWGRP, S_IXGRP,
S_IROTH, S_IWOTH, S_IXOTH,
}i

This lets you update the code more
easily when you port to a system
with more modes than the required
POSIX set.

Time
“Time, time, time, is on my side,
Oh yes it is.”
-M. Jagger and K. Richards

Or, in our case, “Oh yes they are.”
It will not have escaped the notice of
the discerning reader that 1s -1 gives
one time, but the stat structure con-
tains three. What the heck are these
other times? Some experiments are
useful here. After a peek at the 1s
man page, which reveals that we can
probe the three times with 1s -1
(st_mtime), 1s -ul (st _atime), and
1s -cl (st_ctime), we try some
manipulations in Listing 2.

When the file is first created, by the
first touch, all three times are the
same. The next two experiments, with
touch -m and touch -a, show that the
three quantities can be manipulated
independently. The last two experi-
ments show that, although modifying
the contents of the file changes all
three quantities, just looking at the
file changes the st_atime field (the
“a” stands for “access”). Indeed, 1s -
ul is an old programmer’s trick (and
one of us, on the verge of a birthday,
feels particularly old this evening).
Remember the last time you were
developing or porting a program and
you went in to put print£ () calls
around the open (), in frustration, to
see whether you were even rcading
the input data file? As you can now
see,an 1ls -ul inputfile is a lot casi-
er. We use the mnemonic “-u for ‘use-
ful”” The st_ctime flag changes
whenever the contents of the stat
structure change (yes, this is circular,
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and no, there’s no positive feedback
loop). This last time stamp is less
often useful for the programmer, but
still worth knowing. OK, the times
are separate and comprehensible, and
an application can find each with a
stat () call. How can an application
modify them? With utime (). Listing
3 shows an example—a more sophisti-
cated version of the touch command
we wrote in an earlier column.

Some noteworthy POSIX points
about this program:

s utime() lets programmers set
st_mtime and st_atime; st_ctime is
set as a byproduct because utime ()
modifies the inode. (POSIX doesn’t
say inode, but that's how to think
about it.)

* time() returns seconds since “the
epoch” (January 1, 1970). It's
depressing to realize that we were
born before time began. As usual,
POSIX defines a new data type for
times, time_t, to guard against the
inevitability that any standard C data
type we might choose would eventu-
ally be wrong. (Dave Taenzer often
reminds us that even 50-50 odds are
10-to-1 against you.)

* access(filename, 0) asks whether
a file exists. In general, access () lets
you ask about your real access per-
missions o a file. This call is particu-
larly useful in setuid programs,
where you might be running as root
but want to ask about what you
could do to the file il you weren't. As
a special case, a second argument of
0 just asks, “Does the file exist?” We
could do a stat call, but we rather
like this special case, and it seemed
like a good excuse to use iL.

In addition, there are a few general
programming points worth making;:

* We've restricted main() to argu-
ment handling. Everything else is a
[unction call. Not only does one of us
(JSH) frequently use this as a conven-
tion, it's one that he didn’t invent. In
other words, you may see others use
it, so we present it as a public service.

A couple of other common organi-
zational conventions that we use

POSIX

here are also noteworthy. The first is
that we use globals to record flag set-
tings. If you find a -z flag during
argument parsing, chances are very,
very good that the code will immedi-
ately set the global variable “zflag”.
The second is that the code first
processes flags, which are marked by
a leading “-", and then loops through
the remaining arguments assuming
they're filenames.

* We've defined a no-argument
macro, USAGE (). We could have
defined it without parentheses, as

#define USAGE \
err_quit ("usage:

but we find the parens helpful. One
of the following macros is a symbolic
constant and one is a macro evaluat-
ed at run time: MB_CHAR_MAX,

Listing 2

$ 1ls foo
foo: No such file or directory
$ touch foo

touch [-am] file", argv(0])

MB_CUR_MAX. Quick-which is which?

Will She Be Rescued
in the Nick of Time?

Tune in next month and find out.
While you're waiting for the next
installment in our serial, think about
a few things that we've raised in this
one.

¢ If we typedef time_t to be a
signed, 32-bit quantity, when will
time end?

* When should commands take
multiple filenames as arguments? No
filenames as argu-
ments?

e The POSIX.2
touch command
has the following one-line synopsis

usage: touch [-emc] [-r filel-t
([CCIYYIMMMDDhhnm( .SS)] file ...

$ 1s -1 foo; 1ls -ul foo; ls -cl foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:39 foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:39 foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:39 foo
$ sleep 60

$ touch -m foo

$ 1s -1 foo; 1ls -ul foo; ls -cl foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:41 foo
-rw-rw-x-- 1 jsh other 0 Aug 25 15:39 foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:41 foo
$ sleep 60

$ touch -a foo

$ 1s -1 foo; 1ls -ul foo: 1ls -cl foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:41 foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:42 foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:42 foo
$ sleep 60

$ echo "hello, world" > foo; touch foo

$ 1s -1 foo; 1ls -ul foo; 1ls -cl foo
-tw-rw-r-- 1 jsh other 0 Aug 25 15:43 foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:43 foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:43 foo
S sleep 60

$ cat foo > /dev/null

$ 1ls -1 foo; ls -ul foo; ls -cl foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:43 foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:44 foo
-rw-rw-r-- 1 jsh other 0 Aug 25 15:43 foo
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